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Abstract 1 Introduction

Object-based programming is becoming more and more popular! "€ object-based programming paradigm is becoming more and
and is currently conquering theorld of distrituted programming more popl,_llarCurrentIy it is conquering the arld of distrituted
models. In object-based systems, access control is often based dijegramming models. CORB[OMG95] and DCOM [Brk9s,
capabilities, as capability-based security is a wellkmparadigm. ~ Mic96] are tvo strong candidates foery popular models of the fu-

It has beenxtended by means to restrictyoke, and expire capa- ture. In object-based systems, access control is often based on capa-
bilities. ’ bilities, as capability-based security is a well-kmoparadigm

[DeH66, Lev84]. In reference-based object systems a reference to
an object is per se a capability: if yowha capability then you
hawe full access to the object. Thus, capabilities arerp watural
security paradigm for object-based programming.

Some capability-based systems walleestriction of access by
attaching access rights to the capability (e.g., Amoeba [Tan86] and
.Mach [Ras86]). Access is denied if the clisrgapability does not
include the necessary rights. Other systems allow capabilities to be
revoked—that is, withdran by the issuer (e.g., CORB
[OMG95a]). An eception is raised, if a client tries to access the

W t it diam based ta obiects. Met corresponding object after thevoeation. Other systems alicca-
€ present a me Security paradigm based on meta ObJects. Meta . pjjities to epire and thus to beaid only for a certain period of

objects can be attached to object references and control access to the - (e.g., Kerberos V5 [gN93], which is used in DCE [OSF92]).
corresponding objects. Meta objects offer the same functionality asy ¢ @(pi;ation, clients hee to iqet a ne capability or cannot ac-

capability_—l_)ased security. In addi_tion,}man be used for implicit cess the corresponding objectyabnger Some newer security
and transitie access control of object references passed as a parargbgc

On the other hand, capabilitiesveaserious drabacks. First, in ob-
ject-based systems, programming is based on the frequobrainge

of object references (i.e., capabilities). Thus, it is hard to check
which parts of an application are able &rgcontrol of a certain ca-
pability. This becomesven harder if we consider distuited ob-
ject-based systems ékJaa RMI and CORB.. Second, a capability
usually cannot prevent method invocations from leaking unprotec
ed references as returalues. Transitig access control is not pos-
sible in a transparentay, which is independent of the code describ-
ing the invocation.

- nodels allow user-defined restriction of a capability by attaching a
eter or as a result. Such a reference can be automatically protect b y by J

by the meta object by attaching itself or another meta object to the( A(rzlt;i)\t/éocgvgggc”ri]t;g;pI[eCrgeLnjgé?)e. appropriate access securitypolic

reference before passing it on.

Meta objects can implement arbitrary and tdefined security pol-
icies. Thg help to separate security policies from application code
and thus support reuse.

On the other hand, capabilitiesvikaserious drabacks. First,
object-based programming is based on the frequeht@ge of ob-

' ject references (i.e., capabilitiespriaige applications, it is almost
impossible to erify and guarantee that a part of the application can-
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1. We refer especially to the interaction between user level and
kernel and between different nodes.



very large interfices and objects. Security aspects seem to contra-  As in most object-based models, we see object references as ca-

dict basic principles of object-based programming and force pro- pabilities. If a client has an object reference at hand, it can access

grammers to dilute their design principles. the corresponding object. If a client cannot get an object reference
Second, a capability usually canno method ivocations to an object, it is not able to access ie &tend this simple model

from leaking unprotected references to untrusted objects. In Hydraby adding the possibility to attach one or more special objects to an
[WCC+74], it is possible to restrict proftipn of references to object reference. These special objects are invoked for each securi-

other objects, it this is too restriotie because object-based pro- ty-relevant operation on the object reference. The special objects

rammina is heavily based on the propagation of references. Thus&'e not visible to the application; that is, protected and unprotected
9 9 y he propagatiol : object references look the same to the application. In general, such
we do not vant to stop propagion of capabilities lt add access

control. In capability-based systems, this can be donegtlicitly special objects can be considered as meta objects [Mae87]; we call

restricting the access rights. Thedlved classes (probablyen themsecurity meta objectsr SMOs for short.
from class libraries) he to be reiewed and modified to perform

security checks and return or pass restricted references. As normal
object-based programming implies a frequerthange of object

references, many classes and methods have to be adapted to enab
full access control. Access control becomes nonorthogonal and re-

stricts the reuse of code. What we need is implicit and tressit- ) anSMO g _ _
cess control. Fig. 2.1 A reference with an attached security meta object

—» Reference

Some object-based systems (e.g.vaJdFla96],[Sun95b],
DSOM [BBN96] and Lgion [WWKZ96]) try to sole these prob-
lems with domain-based policies o€Bs, which are usedefinable
in DSOM and Legion. While domain-based policies do not entail
the described problems, theufer from proxy problems as we will
see in Section 4. ACLs also suffer from the problem of leaking un-
protected references to untrusted application parts.

SMOs are attached on a peference basis. There may be
mary references to an object, each with dedént set of attached
SMOs. Fig. 2.1 shes an object reference stored iariablevl,
which is protected by the meta objectSMO The meta object re-
stricts the accessibility of the objexntObject via this reference.
There may be other references to the same object in the system, lik
the one stored inariablev2, which are not protected or protected

In this paperwe present a vel security paradigm based on se- by a different meta object.
curity meta objects (SMOs). One or multiple meta objects can be at-  If a client invokes a method via a protected reference, a special
tached to an object reference. Jlwentrol access to the gt ob- check method of the meta object is implicitlyoked. This method
ject via this reference. A method of the meta object is automatically gains access to some meta information, such as name and parame-
invoked by the run-time system when a method is called using thisters of the method to bevioked. The check method can decide
reference. The meta object’s check method can decide whether acwhether it vants to grant access or not drant access, it returns
cess is to be granted or not. Meta objedisrdhe same functional-  control to the run-time system, which continues with the method in-
ity as capabilities. In addition, they can be used to provide implicit vocation. If access is to be denied, aneption is raised or the in-
and transitie access control for object references passed as a pavocation is terminated with an error result.
rameter or as a result. These references can be automatically pro- e allow ayone to attach an SMO to an object reference: Se
tected by the meta object by attaching itself or another meta objeceral SMOs can be bound to the same reference. In this case these
to each of them before passing them on. meta objects are astk sequentially before access is granted. A sin-

Meta objects have the advantage that they can implement arbi-9l€ SMO can be used to protect multiple references. Of course, it is
trary and usedefined security policies. Tidelp to separate secu- ot possible to detach SMOs from a reference unless the security
rity policies from application code, and thus support reusevé\bo ~ Meta object removes itself.
all, the application objects can be designed without considering se-

curity. 2.1 Modeling Capabilities

This paper is structured as folls: In Section 2, we presentour |, yrinciple, capabilities introduce three additional concepts to ob-
model for access control by SMOs andviule the mechanisms for jqc¢ references: restriction of accesspmation, andxpiration. Re-
implementing the same functionality as with capabilities. Then, in griction of access is easily implemented by using the meta informa-
Section 3, we describe how SMOs extend the usual behavior of casjg, passed to the SMO with each call. The SMO camaiiccess
pabil_ity-bas_ed s_ecurity by introducing trangéti access cont_rol. to one method and restrict access to the p8iemply by distin-
Section 4 will briefly compare SMOs to domain-based security sys- g,ishing the imocations by method names. A restriction depending
tems. Finally in Section 5, we present our conclusion and refer to on the \alues of parameters is also possibléth\ippropriate sup-
future work. port from the object model we can, foraenple, implement a ge-
neric SMO that denies access to methods that change the object’
state (read-only policy).

The rewcation of a capability can be implemented by attaching
jan SMO that generally alles access, but disallows access as soon
as a usedefined rgocation method @as irvoked at the SMO. A

2 Access Control by Meta Objects

In this section, we describe our security model for access contro
using security meta objects.eassume that we V& an object- ;
based programming model that does nowaloy access to objects user only has todep a reference to the SMO teake the capabil-
except by invoking methods using object references, as is the caséfy' S ) o

for example, with Java and its Bytecode Verifier [Sun95]. For sim-  Expiration is implemented in a similarayw The SMO checks,
plicity, we do not allw access to instancaniables through refer-  at each request, the current time and daténag the piration
ences, bt our model could easily bectended to handle this.av  time. If the capability has expired the SMO denies access.

also assume that object references are safe, thatysarhenly All these concepts can be implemented by a special SMO at-
generated and controlled by a trusted runtime system and cannot beched to a single reference, or by three different SMOs that are all
faked. attached to the same reference.



2.2 Example

Let us consider a simpleample. We hav a list and we ant to im-
plement an xpiring reference to that list.oTachi@e this we just

Note that the list does not need/@upport for security and also
note that the implementation of the security meta class does not
contain ag special support for the list; it could be used foy an
class. Of course, we cannot asldighis quite as etmntly if we

hawe to connect an SMO to the reference, which implements thiswant to implement method-dependent security.

policy. In Listing 2.1, we present a code example written in a Java-

/I a list reference

SecurityMeta s = /I create SMO
new MetaExpire(new Date(12,12,1998));

s.attachTo oy /I connect SMO to

I/ object reference
/I now the reference 'I' is protected.
l.Get (...); /l the call to the list is checked

/l The implementation of the MetaExpire class:

class MetaExpire extends SecurityMeta {
final Date d; /l instance variable

/I (expiration date)
/I Constructor
/I store date in “d”

MetaExpire(Date d) {
this.d = d;
}

void incomingCall

( Object o, / this method checks
Method m, /I calls via protected ref.
ParameterList p) {

/I Check if the reference is expired:
if (d.isBefore(getCurrentDate()))
{ Il throw exception, if ref. expired.
throw (new SecException(...));

}rl
Listing 2.1 ~ An SMO for expiring references.

like syntax. The first part sk the creation and the attachment of

the SMO; the second part presents the class of the SMO. The meth-

odincomingCall  is invoked on each method call done via a pro-

tected reference. It raises an exception if the reference has expired.

Otherwise, access is granted.

The protected referentecan then be passed to untrusted parts
of the application. Indct, assignments and parameter passing du-

plicate a reference including all attachments. Fig. 2.2vshbe
graphical representation of theaenple. The reference storedlin
has been propated to an untrusted application part, which has
stored it in variable/. All these references will expire after the ex-
piration date. The trusted part magelp an additional reference,
which allows unlimited access.

untrusted part

aMetaExpire
trusted part

Fig. 2.2 The expiring reference example.

3 Extending Capability-Based Security

In this section, we demonstrate that SMOs are much mxpres

sive than pure capabilities. @&\toncentrate on access control for
passing references to untrusted parts of an application, as is often
the case in large and distributed applications. An example is a Java
Applet that runs in a bveser and gets references to local objects
while it is still connected to its origin—for example by Java RMI.

In pure capability-based systems, we face the problem that ref-
erences cannot be transitively protected and a problem that we call
the Trojan Horse Problenof references. Both can be sedvusing
suitable SMOs.

3.1 Transitivity of Access Control

In the case of our initial listkample, Listing 2.1, we can protect the
list with a security poligimplemented in the attached SMQ@f lwe
cannot pregnt the untrusted part from getting additional references
to objects in the trusted part if thare passed as a result of a meth-
od call at the list object.df example, the list may v a method
Get that allows retrieval of objects from the list. The references to
those objects are, by defit, not protected (unless the list imple-
ments its wn security polig, which is not what we ant). We need
some transitive protection for those references.

class MetaExpire extends SecurityMeta {
final Date d;
MetaExpire(Date d) { this.d =d; }

void incomingCall(...) { ... }

void outgoingRef(Object 0) {
I/ object reference '0’ is to be returned
this.attachTo(0);
/I protect ‘0’ with myself

Listing 3.1 Protecting all outgoing references

To achieve this transitivity of access control we have to protect
all references that are returned as a result of a methodaition.
With SMOs this can easily be implemented. When a reference is re-
turned from a method which has beevoied via a protected ref-
erence, a special method of the SMO is called. In Listing 3.1, we
showv a reimplementation of théetaExpire  SMO. If a method
has been called via a protected reference, the meta ebjezttiod
outgoingRef is implicitly invoked for each reference that is to
be returned by the method. In themple, the meta object attaches
itself to all of these references, thus pragay its security policy
to them.



With this implementation, the untrusted part cannot get unpro-
tected references as a result of a protected metkiodation. Fig.
3.1 provides a graphical representation of the system aft&ethe
method of the list has been invoked and the result assigive to

untrusted part

untrusted part

[ v2
S

T —— N

| s P=(aMetaExpire)

aListO

( anObj )

[ s F»=(aMetaExpire)

trusted part
Fig. 3.2 A Trojan Horse can get an unprotected reference.

trusted part o
P The solution is to also protect references that are passed as pa-

Fig. 3.1 Outgoing references are automatically protected. rameters of a protected method call. Therefore, the method
comingRef of the SMO is implicitly inoked for each reference
) ) ) ) . .. passed as a parameter. In this special method, another SMO can be
Using this mechanism, we can apply generic security policies attached to the potentiatdan Horse. This second SMQks ex-
to all outgoing references. Thus, we can sdhe problem of un-  actly the other wy around from the first one. It protects all refer-
controlled distrilntion of references.df example, we can imple- ences passed as parameters of methaxtations at the potential
ment a reocation meta object, similar to ouxpére meta object,  Trojan Horse with the first SMO (these are incoming references
that can be used to disable calls via all references it is bound to jusfrom the SMO’s point of view) and all return values (outgoing ref-
by invoking a disable method on it.ith"such an SMO, we can not  erences) by attaching itself. The first part ensures thatrtjanT

only revole the initially protected referencattalso all other refer- Horse can only get references with the original protection; the latter
ences that have been collected using that initial reference. prewents the resulting references of a metheddation at the Tro-

jan Horse from being Trojan Horses themselves.
3.2 The Trojan Horse Problem of References As the second SMO does the same as the firstudriie feverse,

our basic mechanisms allais to use the same meta object for this
There is another problem, which we cannot satith the mecha- purpose. Instead of the usual attach metttathTo there is an-
nisms introduced saf: the Fojan Horse Problem. Incoming refer-  Other one calledeverseAttachTo that rererses the processing
ences passed as parameters of a method call via a protected refel SPecial methods. A full implementation for agiing meta ob-
ence may act lix a Tojan Horse, because the protected object may Jectis shown in Listing 3.3.
use them to woke methods. Listing 3.2 stvg a code snippet of our

example list. A methodontains  can be imoked to check wheth- class MetaExpire extends SecurityMeta {
er an object is in the list or not. The equality of objects is tested by final Date d;

a user-defined methedjuals that has to be implemented by each MetaExpire(Date d) { this.d = d: }

list element. '

void incomingCall( Object o,
I method 'contains’ of 'list”: Method m,

. . ParameterList p) {
boolean Llst..con.talns(Entry e){ if (d . isBefore(getCurrentDate()))
for (Entry a=first; ....)

throw (new SecurityException(...));

{ /I iterate through the list }
if ( e.equals(@ ) void outgoingCall( Object o, Method m,
return true; /I entry found ParameterList p) {}
} void incomingRef(Object 0) {
return false: I entry not in the list this.reverseAttachTo(o);
} }

void outgoingRef(Object o) {
this.attachTo(0);

ol

Listing 3.2  Thecontains method of the list example.

If an untrusted application part passes one of its objects (the o )
Trojan Horse) to theontains  method of the trusted and protect-  Listing 3.3 Fully transitive implementation of

ed list, then this objectsquals method will be called. It will get MetaExpire
an object reference (the currerue ofa), which is probably an
unprotected reference to one of the list elements. TéjarTHorse If an SMO is attached witheverseAttachTo to a refer-
object can now éep this unprotected reference and prapag in ence,outgoingCall s irvoked instead ofncomingCall
the untrusted part. In this sense, our security padicot yet tran- incomingRef  andoutgoingRef  are svapped and used for re-
sitive and we have to introduce a new basic mechanism. sulting references and parameters, respectively.

Fig. 3.2 shws a Tojan Horse that got an unprotected reference The SMO presented in Listing 3.3 alsonks if the untrusted
because thaTrojH object vas passed as a paramegeto the part puts a fiojan Horse into the list. The listould have a reference
contains  method of the list. to an untrusted object, thedjan Horse, and trusted clients of the



list could not distinguish the nelist element from trusted ele-
ments. Vith our SMO the list can only get a reference with the
SMO reversely attached to it. Fig. 3.3 shows such an example.

[ TH —»( aTrojH untrusted part
v A
rev.
I s »{aList0 CH—==( anObj )
[ s = aMetaExpire)

trusted part

Fig. 3.3 A Trojan Horse can get only protected ref.

As shown in thisxample, it is possible to hand out a protected
reference and ensure that all other referencesamged via the ini-
tial one will be protected. All references into the trusted part will get
the initial protection, all references from the trusted part to the out-
side vorld will get a rerersed protection. If all initial references be-
tween application parts are initially protecteeknry exchanged ref-
erence will be protected as well.

We can not only implement general trangtpolicies, like the
transitive epire meta object,lt also special transit policies, for

5 Conclusion and Future Work

We presented a meparadigm for access control in object-based
systems using security meta objects (SMOsg $Hoved that
SMOs can implement arbitrary and usefined security policies.
SMOs can implement sophisticated capability-based security such
as access restrictionvaeation, andxpiration. In addition to these
traditional features, SMOs are able to implement trames#técurity
policies. References that areckanged by method invocations via
protected references can be automatically and implicitly protected.
Programmers can stick to a pure object-based style of programming
and do not need toview all their classes and methods for security
holes.

Our model separates security policies from application code.
Security is configured at the only place where wenkfiwhere”
and “why”: when we initially ekchange object references. Our ap-
proach supports reuse of code, as in many cases SMOs can be pro-
grammed totally independently of the objects they protect and vice
versa.

We are currently implementing a proof-of—concept prototype
in the Jaa contat. We are using thdletaJavasystem [KIG96],
which already alls us to bind meta objects to object references.
It is also possible to reaa so-called esnts from the run-time sys-
tem—for ekample, when a method is called via the reference. The
MetaJavasystem has to bexeended by a (meta) class library that

example a list-read-only meta object that may be attached to a listextracts parameters and results, and implements the basic mecha-

and protects all retned list entries (videt, Search , etc.) with

read-only meta objects. Note that such an implementation is com-

pletely transitive and also resistant to the Trojan Horse attack.

In our example, theutgoingCall method is not necessary
but it could be used for implementing a strictaroation seman-
tics. On re@ocation, incoming and outgoing calls can be denied.
Outgoing calls in this senseowid be ivocations done by the trust-
ed part at nontrusted objects whiclvédeen obtained by interac-
tion with the untrusted part.

4  Comparison to Domain-Based Security

In this section, we will compare our model to domain- a@lLA
based security models asytare used in addition to capabilities in
Java [Fla96] and CORBA [OMG95a]. A cross-domain call may be
checked by the target domain. The target can use knowledge abo
the source domain and perhaps the called method to permit o
refuse the call. The transitiy problem does not apply to this mod-
el, as gery call from another domain is check In such models,
we can implement policies Ek“domain B is not allwed to write

my files.”

There are two major disadvantages of this model. First, the im-
plementable policies are too coarse-grained.yTdannot distin-
guish multiple clients within a domain. Thus, programmervs ha
fall back to indvidual ACLs for multiple clients, bt then thg again
face the transitivity problem.

Second, these models suffer from what we call the proxy prob-
lem. Let us consider axample: Domain B has an object reference
to a file object in domain A. Domain A implements the general pol-
icy that domain B may call only tiead method. Domain B might
know an object in domain C that is permitted to call wrée
method. It can try to use domain C as a préetyexample by pass-
ing the file reference to an object in domain C saying: “write your
contents to the file object hge you. As C is permitted to write, B
would succeed. Thus, domain Bowd be able to circunent the
policy of domain A. Our model does not farffrom the proxy prob-
lem. As we ha& pure capabilities, no domain is able to circantv
the restriction—not even domain A itself.

nisms described in this paper.

In the future, we will also he to deal with the remaining prob-
lems that arise from automatically protectixglganged references.
The set of SMOs that is attached to a reference mayifjtbhe ref-
erence is passed back and forth betweenapplication parts. &/
are thinking about automatigteaction of redundant meta objects.
We are also thinking of alldng the avner of a meta object to de-
tach it from a reference that he got back from untrusted parts, so that
the owner may obtain unlimited access to his own object.

Although we hge shavn that there are mgproblems that can
be soled with SMOs, there are problems where access control lists
(ACLs) are needed. intend to xpand our model by adding prin-
cipal information for the implementation ofCAs with meta ob-
jects.
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