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Abstract. In this paper we present EDAS, an environment for decentralized,
adaptive services. This environment offers flexible service models based on dis-
tributed mobile objects ranging from a traditional client-server scenario to a
fully peer-to-peer based approach. Automatic, dynamic resource management
allows optimized use of available resources while minimizing the administra-
tive complexity. Furthermore the environment supports a trust-based distinction
of peers and enables a trust-based usage of resources.

1 Introduction

In the past few years, many research activities have been initiated to create new infra-
structures for distributed applications. The primary goals are to overcome limitations
of traditional client/server-structured systems, to increase flexibility, to reduce admin-
istrative cost, and to enable a better utilization of all available resources, possibly
distributed world-wide.

The utilization of client-side resources is specifically addressed by the increasingly
popular peer-to-peer systems. In such systems every peer has similar responsibilities
and provides resources for the whole system. Frequent changes of participating nodes
are supported by the protocols. However, severe degradation of the overall system
performance or even a collapse of the system may happen if too many nodes partici-
pate only for very short periods of time. More severely, using all available peer re-
sources means that all peers have the potential of attacking the system. In many sys-
tems, a single attacker may even counterfeit multiple identities in the system and thus
control a significant part of the whole system. As a result, the advantage of using peer
resources easily is being paid for with severe difficulties in controlling security and
privacy concerns.

Infrastructures for grid computing aim at virtualizing a group of computers, serv-
ers, and storage as one large computing system. Resource management is a key issue
in such systems, needed for an efficient and automated distribution of tasks on the
grid. Such grid infrastructures are often deployed at enterprise level, but projects like
SETI@home [1] have demonstrated the feasibility of more decentralized grids as
well. Research on ubiquitous computing, autonomous computing, or spontaneous
networks concentrates more on problems caused by the dynamicity in a network with
a large number of devices, many of them mobile, and with huge differences in net-
working facilities, architecture and computational resources.
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There is a tendency towards growing overlaps between all these different areas.
Consequently future systems will demand a generic infrastructure that is able to fulfill
the requirements of all such application types. Such next generation infrastructure will
be confronted with the following challenges:

e First of all, faced with large systems with constantly growing complexity, it must
keep the administrative complexity at an easily manageable level. A high degree of
automation of management tasks is necessary, without loosing controllability of
the system.

e Second, it has to provide mechanisms for a controlled usage of resources. On the
one hand, it should be possible to make use of all peer resources available any-
where the distributed system. On the other hand, security and confidentiality con-
cerns must be respected.

e Furthermore, it should allow easy and flexible adaptation to changing circum-
stances. One example of such dynamic reconfigurations is migration of service
provision between rapidly changing participants (e.g., mobile devices). Similarly
one can consider compensating reactions to failures, changes in available re-
sources, or varying utilization of a service. The aspects of adaptation and resource
control cannot be solved each on its own, but influence each other mutually.

In this paper, we present our Environment for Distributed, Adaptive Services
(EDAS). This environment allows the usage of client-side resources in a controlled,
secure fashion. It supports dynamic adaptation at run-time, provides a management
infrastructure, and offers system-level support for scalability and fault tolerance. The
environment is built upon our AspectIX middleware infrastructure, which directly
supports QoS-based, dynamic reconfiguration of services. It supports flexible service
models, including a fully centralized client/server structure, completely peer-to-peer
based systems, and various configurations “in between” that allow a controlled use of
peer resources. The overall goal is do provide a generic service architecture that al-
lows to implement the service functionality once, and then, ideally, run this service
with different service models and adapt it at run-time.

We support explicit management of available resources via a home service. Using
this home service, domain administrators can provide resources for application ser-
vices or service classes. For simplicity of administration, a set of nodes within one
administrative domain is managed jointly. Furthermore, the home service is responsi-
ble for local resource monitoring (e.g., currently available memory, CPU resources,
and network bandwidth) and notification about resource-specific events (e.g., addition
or removal of resources, node shutdown).

The second key component is the service environment. Its task is to provide the
environment in which services can be hosted. It manages the available execution
locations, depending on resource offers by home services and trust specifications of
the administrator of the service environment. It also reacts to notification from the
home services, and suggests, for instance, that a service should be migrated to another
available node as a reaction to a shutdown notification. The service environment is
also able to consider different trust levels for the service. For example, the core of a
service (e.g., all of its primary data replicas) might be located at highly trusted nodes
only, whereas some caching or secondary read-only replicas might be placed on other
available nodes as well.
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This paper is structured as follows: The next section gives a short overview over
the AspectIX middleware infrastructure. Section 3 presents the core architecture of
EDAS. Section 4 illustrates the structure and properties of the environment with a
sample service. Section 5 surveys related work. Section 6 summarizes our contribu-
tion and gives some concluding remarks on the status of our prototype implementa-
tion.

2 Basics Middleware Infrastructure

The EDAS environment is based on our AspectIX middleware [2]. At its core, it pro-
vides a CORBA-compliant ORB and, as such, supports heterogeneous distributed
systems. There are extensions which allow direct interoperation with Java RMI or
NET applications. These extensions may be encapsulated in a transparent way for
any client or service implementation. Our fragmented object model, which we will
explain in the next subsection, provides a generic abstraction for services with arbi-
trary internal structure. Furthermore, AspectIX provides useful basic mechanisms for
distributed adaptive services. A dynamic loading service (DLS) allows loading of
service-specific code at the client side respecting local platform dependencies [3]. A
generic architecture with state transfer mechanisms supports migration and replication
of service fragments. These will be explained afterwards.

2.1 The Fragmented Object Model

In a traditional, RPC-based client-server structure, the complete functionality of an
object resides on a single node. For transparent access to an object, a client instanti-
ates a stub that handles remote invocations (Fig. 2.1 A). The stub code is usually
generated automatically from an interface specification.

In the fragmented object model, the distinction between client stubs and the server
object is no longer present. From an abstract point of view, a fragmented object is a
unit with unique identity, interface, behavior, and state, like in classic object-oriented
design. The implementation of these properties however is not bound to a specific
location, but may be distributed arbitrarily on various fragments (Fig. 2.1 B). Any
client that wants to access the fragmented object needs a local fragment, which pro-
vides an interface identical to that of a traditional stub. However the local fragment
may be specific for exactly that object. Two objects with the same interface may lead
to completely different local fragments. This internal structure allows a high degree of
freedom on where the state and functionality is provided, and how the interaction
between fragments is done. The internal distribution and interaction is not only trans-
parent on the outer interface of the distributed object, but may even change dynami-
cally at runtime. This allows the fragmented object model to adapt to changing envi-
ronment conditions or quality of service requirements.

In the context of EDAS a decentralized, adaptive service is modeled as fragmented
object. This offers the possibility to change the service model on demand from tradi-
tional client-server to a peer-to-peer based approach and all kind of intermediate
stages by migrating and exchanging fragments.
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Fig. 2.1. RPC-based Client-Server Interaction vs. Fragmented Object

interface Checkpointable {
void setState(in byte[] state);
bytel[]l getStatel();

}i

Fig. 2.2. Checkpointable Interface

2.2 AspectIX Services for Migration and Replication

The migration and replication of fragments or fragment implementations can be di-
vided into three steps: First of all, an appropriate target system has to be found. After
that, unless the necessary code is already available at the target system, it has to be
loaded on demand. Finally, the corresponding fragment has to be instantiated and the
state has to be transferred to the new location.

To solve these tasks the AspectIX middleware provides an extended version of the
CORBA lifecycle service [4]. If a fragment has to be replicated or migrated a factory
finder is consulted. Such a factory finder is responsible for locating factories within a
defined scope. In the context of the AspectIX middleware, this factory finder consults
special factory finder objects that reside on each node of the scope. These factory
finders cooperate with the Dynamic Loading Service (DLS) to instantiate a factory for
the needed fragment on demand, provided that the requirements of the fragment are
met and the fragment code could be loaded and executed in the context of the target
system. To achieve this, the DLS queries an implementation repository for all avail-
able implementations of the needed fragment. Then, the DLS checks the requirements
of each implementation and selects the implementation that fits best to the local node.
With the help of the factory a new fragment is instantiated.

After creation, the new fragment needs to be informed about its state. Our state
transfer mechanism adheres to the according elements in the FT-CORBA standard
[5]. That is, any service object that can be relocated or replicated has to implement a
Checkpointable interface (see Fig. 2.2).

This interface is used for all kinds of state transfer, both for exchanging the local
fragment implementation with a different one, and for remote state transfer for migra-
tion or replication. Special care has to be taken about concurrency between method
invocations at the service and state transfer actions. Appropriate synchronization
mechanisms are provided at the middleware level.
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In the simplest case, the state is completely encoded into an octet sequence with
get_state and decoded with set_state. Please note, however, that more sophisti-
cated models are possible. get_state might, e.g., simply return a FTP address where
to get the state, and set_state could use this address for the actual state transfer. For
an exchange of the local implementation, get_state might simply encode the loca-
tion on the local disk where the state resides, and set_state just feeds this informa-
tion to the new local implementation.

3 Architecture of EDAS

Our environment for decentralized, adaptive services (EDAS) aims at providing a
generic platform for services in a distributed system. Any EDAS-based services may
be spread over a set of peers and combines available resources for service provision.
Administrative complexity is minimized by automation of management tasks, like
reconfiguration in reaction to failures, high load, or system policy modifications.
Mechanisms for migration and replication of service components are available. The
process of selecting execution locations considers trust metrics of peers that offer
resources, to fulfill reliability requirements of a service.

The EDAS platform has three major components (Fig. 3.1): The home service is
provided by every peer that actively supports decentralized, adaptive services. It basi-
cally manages resources of one or more peers belonging to the same administrative
domain. The service environment is spread over a set of domains that support a group
of decentralized, adaptive services run by one organization or community. Finally, the
decentralized, adaptive service is dynamically distributed within the scope of an asso-
ciated service environment.

1..* provides r rces to — . .
Home Service provides resources to Service Environment

1

‘L manages the execution of
9

Distributed Adaptive Service

Fig. 3.1. Core Components

3.1 Home Service

The home service represents a mediator between the peers of an administrative do-
main and one or more service environments, each running a set of decentralized,
adaptive services (Fig. 3.1). Fig. 3.2 shows three domains each running a home ser-
vice which spans all peers of the respective domains. Every peer provides a set of
resources. These resources are combined and monitored by the associated home ser-
vice. Each domain has a manager who can use that home service to assign resources
to service environments and to revoke them. Furthermore, the home service provides
system information about each peer to the involved service environments and to the
domain manager. This includes system load and all kinds of resource usage informa-
tion but also the notification about important system events. For example, if a peer is
shut down all affected service environments are notified and can migrate affected
service components as needed.
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3.2 Service Environment

A service environment represents a scope of distribution for one or more decentral-
ized, adaptive services. Usually, a service environment is owned by one organization
or community and managed by an individual called service manager. Such a manager
can start, stop, and configure services through the interface of the service environment
and decides which resources provided by home services are accepted (Fig 3.3). The
main goal of the service environment is to support the seamless and easy distribution
and management of distributed, adaptive services.

In most cases a service environment is spread over more than one administrative
domain as shown in Fig. 3.2. One task of the service environment is to collect the
system and resource information of the supporting home services. Another task is to
manage the migration of services or service components, based on available re-
sources, the needs of the services, and the policies provided by the service manager.
The migration of service components can be necessary for various reasons, like peer
shutdown, load balancing, or the growth or shrinkage of a service environment. For
this purpose the service environment implements a generic factory for service compo-
nents. If a new replica has to be created or a service component needs to be migrated,
the service asks the service environment for a new service component instance. The
service environment now has to determine which node provides sufficient resources
and fulfills the system requirements of the service component. Further basic require-
ments have to be taken into account, like not to place replicas of the same component
on the same node. To achieve this, a component specific factory has to be instantiated
on all suitable hosts. The factory provides information about the resource require-
ments of the service component and checks in co-operation with the service environ-
ment if additional runtime requirements are fulfilled.

The expansion or shrinkage of a service environment depends on the offered re-
sources and trustworthiness of the resource provider. Each domain manager has the
possibility to offer resources to a service environment. The service manager can ac-
cept the offer and instruct the service environment to expand and use the offered re-
sources. Furthermore, the service manager can assign a trust level to the administra-
tive domain. This rating of the resource provider allows an explicit resource usage
based on the trustworthiness. Up to now the rating is based on the knowledge of the
service provider but we currently evaluate how and based on what information this
could be done automatically. The shrinkage of a domain can be caused by an adminis-
trative domain revoking the usage permission or simply by decision of the service
administrator. If a service component is migrated or a new replicate is instantiated,
this is done in a trust-level conform way. A new component will always be placed on
nodes with the same or higher trust level.

It is obvious that there could be situations where the available resources are not
sufficient or severe problems occur like a network partition. In these cases, where the
service environment cannot autonomously solve the problem, the service environment
notifies the service administrator. The service administrator can now fix the problem
manually (e.g., accept resource offers by other domains). The service environment
also detects failures like a crashed node. In such a case the affected services are noti-
fied. Then it is up to the service to cope with the situation; for example, a service
could request a new replicate.
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// Home service management
+setDomainld:void
+getResourcelnfo:Resourcelnfo
+shutdown:void
+addPeers:void
+removePeers:void
+listPeers:PeerList

// Methods called by service manager
+addService:void
+removeService:void
+startService:void

+stopService:voi
+listServices:ServiceList
+getResourcelnfo:Resourcelnfo

// Service environment management +acceptHSOffer:void
+addSE:void +shutdown:void

+removeSE:void .
+listSEs: SEList // Methods called by home services
+changeSEResources:void +offerHSUsage:void

+getResourcelnfoOfSE:Resourcelnfo +changeHSRessourceLimit:void
+revokeHSOffer:void

+systemHSEvent:void

interface
DistributedAdaptiveService /I Methods called by services
+getResourcelnfoByService:Resourcelnfo
+start:void +getFactory:Object
+shutdown:void
+systemEvent:void
Fig. 3.3. Interfaces

3.3 Decentralized, Adaptive Services

In EDAS a decentralized, adaptive service normally matches a traditional service
accessed by users like a web server, an instant messaging server or a source code
repository. Such a service is represented by a fragmented object. This object expands
or shrinks in the scope spanned by the associated service environment depending on
the service demands and for fault-tolerance reasons. Usually every part of the object
is mobile and is migrated if necessary. Each service has at least two interfaces: one
for management tasks and another service specific for the end user. The management
interface offers methods to start, stop, and configure service instances.

In the preceding section we already mentioned that each supporting domain has an
assigned trust level. This level is used for a secure and fault tolerant distribution of a
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service. As mentioned above a decentralized, adaptive service consists of different
parts. In a typical service implementation each part of a service has equal security
requirements. However, if parts of the fragmented object are replicated and the
changes to the replication group and the replicated data are managed by a fault toler-
ant algorithm, the usage of only partial trustworthy peers is possible. The service has
only to ensure that the maximum number of permitted faults is never exceeded.

Another possibility is the usage of something that we call verifiable operations.
For example, a service provides a set of files. These files can be placed on a number
of less trustworthy hosts. If a client requests a file from the service, it is transferred to
the client and a signed checksum is provided by a part of the service residing on a
fully trusted host. The client can now verify the integrity of the file with the check-
sum.

A third possibility is the distribution based on the self-interest of the resource pro-
vider. If the service can be structured in a way that parts of the service are only re-
sponsible for request issued by clients within a domain, then these parts should be
hosted by peers of the associated domain whether they are trustworthy or not.

4 Sample Application

4.1 Overview

For illustrating how our environment for distributed, adaptive services works in prac-
tice, we use a CVS-like data repository as a sample application. Methods are available
for adding new files or directories, committing changes, etc. We will show how this
sample service can be deployed in different environment configurations. In the sim-
plest case, one central server hosts the repository. Optionally, transparent service
migration to a different host may be supported. For higher availability, the repository
service could be replicated on a fixed set of nodes within one administrative domain.
Automatic relocation or recreation of replicas in reaction to, e.g., failures may be
considered as well. You might even want to distribute the repository over a less ho-
mogeneous set of individual nodes. For example, all developers using the repository
might offer resources for the repository service, possibly distributed world-wide.
Furthermore, available resources could be divided into different roles: Fully trusted
nodes are allowed to host primary replicas, and other nodes are available for “mir-
rors”, i.e., secondary read-only replicas which simply copy the state of the primary
ones. In the ultimate case, you might want to use the data storage of a peer-to-peer
network for hosting the repository.

4.2 Central Repository Implementation

For a central client-server implementation, only a very simple variant of the home
service and service environment are needed: The home service is a simple, local
fragment that allows the use of the local resources (disk, network) to a local service
environment, which in turn hosts the repository service locally. No interaction with
other nodes is necessary. The repository service itself is implemented in exactly the
same way as one would do with traditional client/server middleware infrastructures.
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If such basic service implementation additionally implements our standard inter-
face for state transfer (see Section 2.2), migration is automatically supported in
EDAS, without any modifications to the service implementation. Figure 4.2 illustrates
the steps necessary for a service migration.

First of all (step 1), a second node has to offer resources for the service. This might
be the case automatically, if Node 2 is managed via the same home service. Other-
wise, the administrator of the home service of the second node has to offer its re-
sources explicitly.

As a second step, the service environment needs to be expanded to the second
node. This may happen automatically as soon as the service environment is notified of
the resource offer, provided that the home service is sufficiently trusted. Otherwise,
an explicit administrator action of the service environment can accept the new home
service as a potential execution location for its services.

In a third step, the migration itself has to be triggered. This is either done explicitly
by an administrator, or it is initiated automatically based on notifications (“Node 1
will be shut down for maintenance”) or policies (“Trigger migration if load on Node 1
exceed limits and another Node with significantly less load is available”). The migra-
tion itself is done by accessing a factory on Node 2, which will use the DLS to load
the repository service implementation on that node. After that, the service environ-
ment controls the state transfer using the mechanisms described in Section 2.2.

Repository Repository
Service Service

|
Service Environment || (2) 1
|

Home Service Home Service @

Node 1 Node 2

Fig. 4.1. Migration of a Central Repository Service

4.3 Replicated Service

It might be desirable to replicate the repository service for fault-tolerance or perform-
ance reasons. The AspectIX middleware provides basic services for passive or active
replication strategies. These again relay on the Checkpointable interface described
above. The EDAS environment is responsible for the management of the replication.

A sufficient number of nodes have to offer resources to the service environment of
the repository service. The administrator of a service environment has to decide,
which home services are to be considered when locating resources for service frag-
ments. Furthermore, he may express policies for preferred locations and can define a
desired degree of replication for a specific service.

Based in this information, the service environment is able to select execution loca-
tions for the service automatically. Using the factory and state transfer mechanisms
already described before, the necessary number of replicas will be created. In contrast
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to the migration example in 4.2, the DLS needs to load enhanced fragment code that
uses some consistency protocol to ensure replica consistency. Such protocols are
provided in the fault tolerance framework of the AspectIX middleware.

The service environment may perform dynamic reconfigurations — like migration
or creation of replica — automatically. Such actions are initiated by notifications about
shutdown or crash of a node, by overload of nodes, or when the service administrator
adjusts the desired number of replicas.

An extension to such basic replication infrastructure is the introduction of a second
trust level. In such a scenario, the service environment will always place the core
parts of the repository service at fully trusted nodes. In addition, secondary replicas or
caches might be created automatically in the system for load balancing reasons.

4.4 Peer-to-Peer-Based Repository

A general peer-to-peer based data store might be used for storing the repository. This
implies all the security and confidentiality problems outlined in the introduction. To
some extent, these may be overcome with adequate cryptographic mechanisms and
massive replication. We are working on a Byzantine fault tolerant replication service
that might be used in such situations. From an EDAS point of view, this is a rather
simple variant: No state transfer is required as all data is available anywhere in the
peer-to-peer network, and the resource usage is also fully under control of the P2P
network, so that each node can act on its own (local home service and service envi-
ronment on each node without interaction with other nodes).

5 Related Work

Grid infrastructures like the Globus-Toolkit [6] provide services and mechanisms for
distributed heterogeneous environments to combine resources on demand to solve
resource consuming, computation intensive tasks. Due to this orientation, grid infra-
structures lack techniques for using resources of partially trustworthy peers and the
usage of client-side resources in general. These systems also do not provide support
for mobile objects or mobile agents. JavaSymphony [7] and Ibis [8] provide object
mobility but are limited to the Java programming language and provide no distributed
object model.

The CORBA middleware offers the interaction of objects across heterogeneous en-
vironments via generated stubs. The CORBA Life-Cycle Service [4] and the Fault
Tolerant CORBA [5] extension provide a basic support for decentralized, adaptive
services, but CORBA also lacks a distributed object model which enables the usage of
client-side resources.

Previous mobile agent systems like Aglets [9] , Moa [10] or Mole [11] offer state
and code migration of objects and special communication mechanisms for agent in-
teraction. To support the implementation of distributed adaptive services, these sys-
tems lack a distributed object model and also flexible mechanisms for the utilization
of client-side resources provided by partially trusted peers.

Peer-to-peer systems like CAN [12], Chord [13], or Pastry [14] construct an over-
lay topology and force each peer to collaborate if using the system. This has certain
drawbacks if many peers participate only a short period of time or don’t behave well.
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The proposed concept of distributed, adaptive services offers each peer the possibility
to provide resources or not. Moreover the participation of peers is controlled by a
service manager. The peer-to-peer infrastructure JXTA [15] partly addresses this
necessity through membership protected peer-groups. This offers the possibility to
control participation, but also strongly limits the usage because only group members
can use the services of a peer-group. Furthermore JXTA lacks any mechanisms for
mobile objects.

6 Conclusions

We presented the architecture of EDAS, an environment for decentralized, adaptive
services. This environment makes the following contributions. It provides a generic
platform that allows using flexible service models ranging from a traditional client-
server scenario to a fully peer-to-peer based approach. Based on the fragmented ob-
ject model, it supports scalable services and mobility of service fragments. The ad-
ministrative complexity of EDAS-based applications is minimized by its management
infrastructure. It allows domain-based joint management of resource offers, supports
an inter-domain resource selection taking into account assigned trust levels, and
automates reconfigurations in reaction to events like failures, resource shortages, or
explicit policy changes.

The EDAS prototype is based on our Aspect]X middleware, which has been pub-
lished under the LGPL licenses. It is available for download, together with further
information, at http://www.aspectix.org. We plan to make the EDAS system
software available as well. A first public release is scheduled for the end of 2004 after
internal verification. Further steps will a better notion of trust and to provide mecha-
nisms for trust aware distribution at the middleware level.
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